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Fees Detail 
Fees for Entrance Test: Free 

Fees for the Course: Rs. 23,600/- (including GST @18%) 

[Need to be paid after qualifying the Entrance Test] 
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Important Dates 
© Registration for Test: 7” Aug 2020 to 20" August 2020 

[Link: onlinecourse.diat.ac.in] 

¢ Date of Entrance Test: 23" August 2020, [Time:10.00-11.00 hrs] 

© Date of Result Declaration: 25" August 2020 

e Last date of payment of fees: 29" August 2020 [After qualifying] 

Date of Commencement: 1* September 2020 
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Duration 
12 weeks online course, 240 contact hours 

[4 hours/day & 5 days/week] 

  

anarayanan, VC, DIAT 

a, Advisor (Cyber), Ministry of Defence 

/, DIAT 

eja, CISA, CISM, ITIL, ISMS (LA, LI) 

Trainers 
The training sessions are offered by the leading academicians, experts from DRDO, 

industry, cyber security think tank. 

  

For information: 
Contact: cs@diat.ac.in, online.diat@gmail.com 

Website: onlinecourse.diat.ac.in; http://diat.ac.in 

  

About DIAT 
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Cyber, Security, Artificial ne ¥ Tait ¢ Breer Systems, Navigation Systems, 
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a ye. a lulnerability Discovery Module for Windows, Linux and iOS (3 weeks) 

4 a AG , ulnerability Analysis & Penetration Testing (1 week) 

»-|--:(7) Tools and Techniques for Cyber Security Professionals (1 week) 
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Cryptography, Symmetric Key Cryptography, Stream Cipher A5, Asymmetric Key Cryptography, RSA; Elliptic vi 

Curve based Cryptography, Hash Functions, Digital Signature, SSL/ TLS 1.3, Hands-on class— Wire-shark™ a 

dump analysis, PCAP analysis, IDS/IPS- SNORT based practical, ASL, ossec (file system), firewall config; 

Attacks- snooping, spoofing, DPI techniques— practical aspects, traffic reconstruction, Intro— virtual machines 

and hypervisors, Intro to cloud computing; Intro to cyber crime, cyber terrorism, cyber warfare, virtual 

currency, & utilization in dark web, TOR, VPN, social media threats. \/ 

Leesa meat (eC Ch) leh CO CU ee Cure tata) 
acquisition/imaging of onboard memory, Practical—- FTK, Encase; Online and Live forensics, File system forensics, i 

= Ma Cla Moll em meee ELM Aa acc Lio 

Incident response - Using Process Explorer, Windows sysinternals to look for malware, Cloud forensics, 

Deel forensics — Metadata extraction & analysis. 
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System/ Driver Programming & OS Internals & Reverse Engg: Basics of compiler, linker | ~ 
~—and build processes, Basics Kernel programming, user-kernel mode communication, Interrupt 

handling & input subsystems,.ring architecture; Windows OS Internals- System Architecture; Linux 

Internals- Linux Kernel, File Descriptors; SSDT, IDT, IAT (hands-on hooking); Linux boot process; 

NDIS Device. driver programming— protocol, miniport; Windows boot process debugging, UEFI device 

(Tala Lee) -4e-] ing, MBR programming; File system filter driver programming; Secure boot, measure 

boot, trust boot ;I Cet MoMA Me CC COC HM iL acolo Ce COMM) MC Ba Ld 

simple assembly files, itScalling &_ its functionality; Recovery partitions; WMI programming & power shell; 

Low level software, Executi Environments, Static & Dynamic reverse engineering; Assembly language 

primer; x86 & x86-64 architec s; Assembly language’ primer; Executable file formats- PE & ELF; 

Reversing program binaries— offlin ode analysis; Reversing program binaries; Reversing program 

binaries— live code analysis; Kernel De' ait BUC Windows crash dump analysis); Reversing 

tools (IDA, GDB, GEF, Ghidra), Disassemblers, DIT ey System monitoring tools; Reversing '.NET', 

De-compilation, Android, iOS architecture. as ; f 
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H et ed Sa Object Oriented Program Analysis (c++); Automated Malware Analysis using Cuckoo, Yara 
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i) Arab iw Smali code understanding, code injection techniques; nS PY ye ees eel er smu De 4 

oe oe 

i Rey Discovery Module for Windows, Linux and iOS: writing shell code for Arm and x86_64; 
. Software vulnerabilities: buffer overflow, integer overflow, heap overflow, Use after free, double free, 

SU Le eu eC COO mL me meme nia mek me Mt Celia 

‘writing, hands on for both windows and Linux (android); Return oriented programming; SEH exploit; 
heap splaying; stack overflow prevention; ASLR, DEP bypass, canary bits, egg hunting; Fuzzing with 

Metasploit: Simple FTP fuzzer; Android Fuzzing (AFL for android, SyzKaller for kernel); Full stack debugging 

of android application, with remote gdb, adb and android studio; Advance kernel Exploitation Windows/Linux: ~ a 

overflow, integer overflow, heap overflow, Use after free, double free, null pointer dereference, race condition and 

pool overflow; KSLR bypass, SMEP bypass, token stealing shell code; Privilege escalation techniques; iOS Kernel 

Debugging: Panic Dumps, Using the KDP Kernel Debugger (hands on tasks limited to 30 pin devices); Extending 

the Kernel Debugger (KDP++); Debugging with own Patches; Kernel Heap Debugging/Visualization (new software 

package); Patch Diffing, One-Day Exploits, and Return-Oriented Shell-code; Advanced Persistent Threat 

(APT) life-cycle; Introduction to VAPT methodology; Introduction to Red Teaming, Mitre Framework; Essential i 

“Tools for VAPT; Passive Information Gathering: OSINT/Search Engines, DNS Enumeration, DNS Tools (dnsenum, 

~dnsrecon, dnsdumpster); Active Information Gathering: Intro to TCP/UDP, Port Scanning using NMAP, Nmap Scripting 

Engine, Service Detection and Banner Grabbing; Service Enumeration: NetBIOS, SMTP, SNMP, Other Services; 

Sniffing and MITM attacks: ARP Tools, MITM; Exploits: Searching for Exploits, Customizing Exploits; 

Client Side Attacks: Spear Phishing, Phishing, Social Engineering; Anonymity using TOR, VPNs and Proxies; 

RTM CL eee ee ee LL 
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SQL Injection: WAF and advanced queries; File Inclusion, File Upload Bypass; Cross Site Scripting and 

Cruel A 10 vulnerabilities; Post-Exploitation and Lateral Movement; File Transfer: tftp, ftp, 

encoded, echo, do’ ad clients; Hydra, NCrack, Medusa, John the Ripper; Maintaining access: web 

A) Ce Sl | ayloads; Privilege escalation: password attacks, security misconfiguration, 

eC CMe a ree TTT) on exploits; Windows Authentication Weaknesses; Port Redirection, 

By ee ol aL | Proxies;~Escalation and Lateral ‘Movement in AD environments; See haly 

Frameworks: Metasploit. 

fe eee and Pen Testing: sal injection, Login Bypass using SQL Injection; Advanced 

    

    

    

Te LT etl eC a ae eee IEEE standards; Technical report writing; 
SOC maintenance; Overview of fail-safe and fault tolerant, systems; err Pur FY Toa gL so) 0) Mea tay 

Corporate security implementation i att Pee risk assessment; Indicators of Compromise 

(loC), Indicators of attack; Tactics, Techniques, and Procedures (TTP) - method of analyzing an APT operation, 

Ph Pa ae eee ee DEEL recovery- tier 1, 2; Business Continuity Plan (BCP). 
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Dr. A. P. J. Abdul Kalam 
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